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Disclaimer

This project has received funding from the European Union's Horizon2020 Framework
Programme, through the European Climate, Infrastructure and Environment Executive Agency
(CINEA) under the powers delegated from the European Commission and under Grant
Agreement No. 101037564.

The content of the publication herein is the sole responsibility of the publishers and it does not
necessarily represent the views expressed by the European Commission or its services. While
the information contained in the documents is believed to be accurate, the authors(s) or any other
participant in the PIONEERS consortium make no warranty of any kind with regard to this material
including, but not limited to the implied warranties of merchantability and fitness for a particular
purpose.

The user thereof uses the information at its sole risk and liability. For the avoidance of all doubts,

the European Commission has no responsibility or liability with respect to this document, which
is merely representing the authors' view.
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1 - Executive Summary

The Data Management Plan (DMP) is a key document for the project's compliance with data
protection standards and, in particular, the EU General Data Protection Regulation (GDPR).
Funded under the European Union's Horizon 2020 Framework Programme, the aim of PIONEERS
is to accelerate the deployment of technological, hon-technological and socially innovative
solutions by ports and their widespread adoption at European and global level to facilitate the
process of becoming sustainable, smart, green and resilient, starting from the Lighthouse port
(Antwerp) and the three fellow ports (Barcelona, Constanta and Venlo).

The purpose of this deliverable is to provide a Data Management Plan for the PIONEERS project
that follows the Open Research Data Pilot principles (FAIR principles). Those principles aim to
improve and maximise access to and reuse of research data generated by Horizon 2020 projects
and they take into account the need to balance openness and protection of scientific information,
commercialisation and Intellectual Property Rights (IPR), privacy concerns, security, as well as
data management and preservation questions.

To provide further detail, the current deliverable explains how the PIONEERS project activities
(from MB6) are complying with the requirements established by the EC and national regulations,
as well as with GDPR rules and guidelines with respect to the privacy of EU citizens. The Data
Management Plan describes the principles of data security to show how data is being collected,
stored, documented, shared and reused during and after the project. It also introduces the data
types that the ports intend to gather and use during the execution of the demonstrations, some
examples of the main data types are :

e Sensor feeds

e Camera feeds

e AlISdata

e Historic data

e Cargo data

e Personal mobility data
e Weather data

e Surveys & statistic data
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2 - Introduction

PIONEERS' approach to data management is governed by a dedicated task (Task 115 Data
Management Plan, Data Ownership & GDPR) in the frame of WP11, that deals with all the project
management tasks. The overall management structure of PIONEERS is reflected in the following
figure, where the Data & Ethics Compliance Manager, who is part of the Steering Committee, is
responsible for providing a Data Management Plan and ensuring compliance with data privacy.

£
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Seisntific Tachmeal Casfmm;ahrfn and Quatity & Risk Innovation and . i Data &E&m-_c:
M 2 | s3E T nat on A = Exylottation P Compliznes
- hlanzger = Manager Manager
1 W P5. WP W -
il a leadar

1 Broposals for dacizion-making Dracizsions for execution

= ¥

% Steering Committee

Project Board — All partners

The Data Management Plan (DMP) is the core output of Task 11.5 and will be updated periodically
during the project lifetime (following this initial DMP, mid-term and final reports will be included
in Project Management Plan (PMP) deliverables in months 18 and 54). Mosaic Factor leads this
activity, but it is crucial that project partners participate actively and update the data
considerations constantly, especially the ones participating in the ports' demonstrations.

The Data Management Plan is developed considering the different datasets of the activities in
terms of:

- Data reference name and description
- Standards and metadata
- Modalities and procedures for data sharing, archiving and preservation
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The PIONEERS project participates in the Open Research Data Pilot promoted by the European
Commission in line with the principles of Open Accessi to research data and publications
generated through H2020 programmes.

For this purpose, two main issues have been identified:

Management of data: a DMP has been elaborated to deal with all the data managed during
the different steps of the project. This DMP will be kept up to date during the project's
lifetime.

Open Access of the research data: the Consortium will promote Open Access of the
research data in the project, whenever possible and appropriate (taking into account, for
example, intellectual property and privacy issues), ensuring that third parties can access
this data and use it freely.

The objectives of this document are to:

Describe procedures to protect personal data that will be stored and processed.
Describe mechanisms that will be deployed for the protection of these data.

Comply with the requirements established by the EC and national regulations, as well as
with GDPR with respect to the privacy of EU citizens.

Describe challenges and constraints detected.

Describe optimal use and reuse of the datasets.

Provide an overview of the data that will be produced and handled in PIONEERS.

The remainder of this document is structured as follows:

Section 3 provides a high-level description of the data that will be managed in PIONEERS.
This section will be updated during the project in the Project Management Plan.

Section 4 describes the data security procedures for mitigating the occurrence of
common data vulnerabilities.

Section 5 describes the Data Protection Framework.

Section 6 details the FAIR principles (findable, accessible, interoperable, re-usable).
Section 7 refers to the ethical aspects related to PIONEERS and how data relevant issues
are also addressed in other deliverables

The document is finalised with the conclusions and next steps that should be kept in mind
for the mid-term report.

* http://ec.europa.eu/programmes/horizon2020/en/h2020-section/open-science-open-access
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3 - Data Summary

This section provides a summary of the data types that will be managed in PIONEERS. A high-
level description of the data types that will be used in the demos of each port will be detailed,
considering that this information will be further enhanced when the scoping of the
demonstrations evolves. The additional detail will be delivered in month 18 in the Project
Management Plan deliverable.

In the figure below, the 4 pillars of the project are detailed, the demonstrations inside each of the
pillars, and the port where the demonstration will be performed. Additionally, the table presents
Linked Actions for demonstrations, occurring within other ports, as well as the stated intention for
transfer of demonstrations from one port to another.

«© S

Q 8 c

PILLAR ACTION g g |le| B

c & 5 5

< 0] > O
Energy generation from water currents NA [ TA | TA
On-shore wind production TA | TA | TA
Hydrogen refuelling infrastructure LA | TA | TA
Clesan energy A corridor of modular docking stations for energy containers NA TD
production and supply Batte_ry Storage and Smart Management of Green Energy in terminal operations LA | TD | TD
Multi-fuel port LA | TA| TA | TA
OPS for ferries IA | LA | TA | TA
Tugboats on H> and methanol LA | TA| TA | TA
Hydrogen heating for buildings LA | TA | TD
Local resource recovery for green, circular concrete - LA [ LA | TA
Power-to-methanol LA | TA | TA | TA
Steam and waste heat LA | NA | TA | TA
; . |NextGen District LA | TD | TA | LA
Sl pedatain Zero pellet loss & plastic catcher LA | NA | TA | TA
Electric green last-mile TA | TA TA
Green Straddle Carriers TA | LA | TD
Antwerp@C - partnership for CO2 capturing and utilisation LA | TA | TA | TA
IT Platforms for planning multimodal transport TD | TD | TD
Modal Shift and Flows Realizing a moda_l shxﬁ in the commute of port employees TD | LA | TD
i Cargp Flow Optimisation _ TA | TD | TA
Multimodal access to port using a MaaS platform NA NA | TD
Cargo Flow Prediction LA | TD | NA
Automated container shuttle solutions for port operations TA | TD | TD
Automated vessels TA | TA | TA
- " . |Vessel traffic optimisation LA [ TA | TD
P e Maritime 5G for intelligent vessel location TA TA | TA
Containers transport forecast TA TA | TA
Digital Twin TD | TA | TD
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D: Demonstration, LA: Linked Action, TD: Transferred During the project, TA: Transferred After the
project.

3.1 - Port of Antwerp

3.1.1 Description of the data

The demo projects taking place in the Port of Antwerp will use a variety of different datasets,
given the wide scope of the overall project. The datasets used are mostly of a technical and
scientific nature (e.g., raw and processed experimental data, scientific analyses/publications as
well as software code and algorithms and to a lesser extent of an organisational nature (e.g., data
about the characteristics of organizations and internal structures and processes relevant to the
implementation of the Action).

The following data will be used in the different demo projects: sensor and camera feeds, water
currents, AIS, historic data, weather data, case studies, model test and simulation results, data
from surveys & statistic data. Also, raw data will be generated in simulations and interactions with
structures and by means of physical model tests. Moreover, statistics will be collected from
public sources, port authorities and governmental authorities.

15 demonstrations will take place in or around the Port of Antwerp covering the 4 pillars of the
project. At this stage of the project, an overview of the datasets that will be needed in each of the
demonstrations’ implementation is described. In the next review of the document in month 18,
when all the demonstrations will be scoped and implementation will have started, the involved
datasets will be extensively detailed using the template provided in Annex 1.

Pillar 1: Clean Energy Production, Storage and Supply

Energy generation from water currents

Dataset Operational Data of the turbine

Description Data related to the operation of the installed hydroturbine, up-time,
time in ‘engine/motor’ mode, time in ‘turbine’ mode, RPM, frequence,
oscillation, maintenance, etc.

Is personal data? | Yes

Dataset Energy production data
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Description

Data related to the energy yield of the installation: power output,
electrical data, etc.

Is personal data?

Yes

Dataset

Flow data of the watercurrent

Description

Data related to the watercurrent in the test environment, water speed,
flow rate.

Is personal data?

Yes

Hydrogen refuelling station

Dataset

Refuelling station data

Description

Pressure in the hydrogen tank, average electrical power consumption
of the compressors, temperatures, etc.

Is personal data?

No

Dataset

Refuelling station integrated in real operations data

Description

Time required to connect a SC, time to refuel in function of desired end
pressure, autonomy of the SC, etc.

Is personal data?

No

A corridor for modular docking stations for energy containers

Dataset

Corridor Willebroek - PoA

Description

CAPEX and OPEX of a docking station in Willebroek and 4 locations in
the PoA + electrification of a DANSER ship.

Data related to Danser's ship on this corridor (characteristics, estimated
and real times, transport operators, personal data, etc.).
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Data related to the 4 locations in the Port of Antwerp (characteristics
and volumes of electrical charging, green charging options, etc).

Is personal data? | Yes

Battery storage and smart management for green energy in terminal operations

Dataset Renewable energy generation and load consumption data

Description Data related to the green energy generation and forecast by the on
premise wing turbines owned by wind a/d stroom and to be build solar
PV rooftop installation owned by AET; as well as the total energy / load
consumption and forecast of the terminal, and underlying assets like
for EV charging, cranes, lighting, building.

Is personal data? | No

Hydrogen heating for buildings

Dataset Energy monitoring

Description Measurings of powerstreams and results of the reliability in working
and efficiency

Is personal data? | No

Pillar 2: Sustainable Port Design

Local resource recovery for green, circular concrete

Dataset Underground characteristics

Description Data of the characteristics of the underground (geotechnical and
geological information)

D11.4 Data Management Plan 13
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‘ Is personal data? ‘ No

Green Straddle Carriers

Dataset

Straddle carrier baseline diesel operational fuel consumptions

Description

Diesel fuel consumption and the associated distance travelled, and the
load carried: to be used as reference/baseline against which the test
with hydrogen can be compared.

Is personal data?

Yes

Dataset Straddle carrier diesel and hydrogen operational fuel
consumptions
Description Diesel and hydrogen fuel consumption and the associated distance

travelled, and the load carried. Comparison against the baseline allows
for deriving the realized emission reduction, and the required amount
and cost of hydrogen to realise that level of emission reduction.

Is personal data?

Yes

Pillar 3: Modal Shift and Flows Optimization

IT Platforms for multimodal transport

Dataset

European Inland Terminals connectivity data

Description

Information about connectivity between inland terminals

Is personal data?

No

Dataset

Schedules connectivity data

Description

Static info about days of week when connections are active

Is personal data?

No
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Dataset

Open Street Map

Description

Mapping data for Europe

Is personal data?

No

Dataset

Transport operators’ data

Description

Short-sea, barges, and rail operation schedules and information about
availability and capacity when available.

Is personal data?

No

Dataset

Terminals data

Description

Gate-in, gate-out data

Is personal data?

No

Realizing a modal shift in the commute of port employees

Dataset

Modal shift port commuters

Description

Data about the (current, potential, and realized) modal shift
amongst port commuters, i.e, employees employed by employers in
the Port of Antwerp/port companies (characteristics, commuting
distance/travel time, current modes of transport, potential for other
modes of transport, (potential) reduction of CO2 emmission,
consideration of other modes of transport)

Is personal data?

Yes

Cargo Flow Optimisation

Dataset

Container movements

Description

Container movements from Willebroek and vicinity to/from Antwerp
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Is personal data? | No

Dataset Open Street Map

Description Mapping data for the Antwerp hinterland

Is personal data? | No

Cargo Flow Prediction

Dataset This demo will use the historical datasets that are used in IT
platforms for multimodal transport demo

Pillar 4: Digital Transformation

Automated container shuttle solutions for port operations

Dataset Mission Data

Description Container data from containers to be delivered and the route

Is personal data? | No

Dataset Sensor Data

Description Data gathered from the vehicle sensors on the demo site

Is personal data? | No

Automated vessels

Dataset Camera footage, vessel position data

Description Image data from cameras onboard and position data from GPS

Is personal data? | No

D11.4 Data Management Plan 16
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Vessel Traffic Optimisation é

Dataset Future data PoA for vessel simulation

Description Includes, based on earlier simulation studies: Future layout of port
(2030) map data, prognosis on vessel arrivals (types, sizes, and draughts
on yearly basis), information on min/max speeds of vessels based on
location/process, detailed information about vessel buffers and
additional sailing rules for simulation, data on tide windows (using 2019
data under assumption of 2030 equivalence), process times of vessels
at berths / in black box locations, data on resource usage (pilots,
tugboats).

Is personal data? | No

Dataset Real time data PoA for vessel simulation

Description Includes: Current layout of port (2030) map data, live updates on vessel
positions and metadata on future intentions of the vessel like route or
departure times, information on min/max speeds of vessel based on
location/process, detailed information about vessel buffers and
additional sailing rules for simulation, data on tide windows for real-
time situation.

Is personal data? | No

Digital Twin
Dataset Sensors Data
Description Different sensors data to collect relevant datasets

Is personal data? | No

D11.4 Data Management Plan 17
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3.1.2 Objectives of data usage

The data in all the demo projects are used to achieve and contribute to the overall goal of the
PIONEERS project: to make ports smart & green, embracing resilience and sustainability
concepts. Overall, the demonstrators are clustered around the following four pillars: 1) Clean
Energy Production, Storage and Supply; 2) Sustainable Port Design; 3) Modal Shift and Flows
Optimization; 4) Digital Transformation. In addition to this, each demo in particular has the specific
objectives that are written in the Description of Action and that will be extensively detailed in the
demonstration scoping documents that will be finalised in June 2022.

3.1.3 Potential processors of data

The data provided by the Port of Antwerp, the port terminals, vessel, barge, truck, and rail
operators will be used by the partners to develop the different demo projects and use cases as
outlined initially in the Description of the Action (DoA) and will be further detailed in the
demonstrators scoping documents (deliverables from D3.4 to D3.7 that should be submitted in
June 2022). The demo leaders are the main processors of the data as they are in charge of the
demo implementation. During the scoping of the demos, demo leaders will provide the other
processors of each dataset, considering both the partners in the project and the potential external
stakeholders.

3.1.4 Personal data and sharing policies

Any demo containing information that can be used to identify a person or its location (e.g., user
of cameras where people can be identified, location data, registration for demos, filling
questionnaires, etc) is considered.

Having the above consideration in mind, 4 of the 15 demo projects that will be developed in the
Port of Antwerp are expected to contain personal data. Section 3.1.1. contains an overview of the
anticipated datasets for each demo.

Since these data are anonymized, they will be in compliance with GDPR regulations. Information
related to the informed consent form as well as the information sheet will be delivered to the
participants when necessary.

As most of the datasets are confidential, the data resulting from these demo projects will be
restricted and only for internal project use. The overall results of the demo projects will be shared
and disseminated to a wider stakeholder community. Based on the type of data, size, and level
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of confidentiality, the Port of Antwerp can provide further information or data, in line with their
own data policy and legislative framework.

3.2 — Port of Barcelona

3.2.1 Description of data

The demo projects taking place in the Port of Barcelona will use a variety of different datasets,
given the wide scope of the activities. The datasets used are mostly of a technical and scientific
nature.

At this moment in time, it is possible to give a general overview on the data sets to be collected,
generated, and processed during the project. As the scope of some of the demo projects might
change as time progresses, this information will be updated in the following iterations of the
document. The demo leaders and consortium partners will work on the definition and refinement
of all types of research data to be handled during and after the end of the project.

The following data sets are expected to be used in the 3 demo projects where the Port of
Barcelona is directly involved: sensor and camera feeds, AlS, historic data, weather data, case
studies, model test and simulation results, data from surveys & statistic data. Also, raw data will
be generated in simulations and interactions with structures and by means of physical model
tests. Moreover, statistics will be collected from public sources, port authorities and
governmental authorities.

The 3 demonstrations that will take place in or around the Port of Barcelona contribute to 2 of the
4 overall pillars of the PIONEERS project, with the envisioned datasets specified below:

Pillar 3. Modal Shift and Flows Optimization:

e Multimodal access to the port using a MaaS (Mobility-as-a-Service) platform

Multimodal access to the port using a MaaS platform

Dataset User profile

Description Questions on age group, family situation, city of residence, country,
level of income

Is personal data? | No
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Dataset Traveller profile

Description Cruise starting city; cruise ending city; frequency of travelling;
preferences on travelling

Is personal data? | No

Dataset Mobility behaviour

Description Questions on how user usually moves around

Is personal data? | No

Dataset Attitudes towards mobility

Description Question about preferences, suggestions, and incentives to change
mobility patterns

Is personal data? | No

Dataset Statistics from City Trips MaaS Platform

Description Aggregated data about number of users registered and booking
mobility services from port to city through CityTrips

Is personal data? | Yes (users must register through e-mail but PIONEERS will only use
aggregated data)

Pillar 4. Digital Transformation:

Maritime 5G for intelligent vessel location

Dataset Image Dataset Port of Barcelona

Description Image dataset from the cameras located in the surroundings of the port
entrance “Nova Bocana" and “Sant Beltran” docks.

Is personal data? | No
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Container transport forecast

Dataset Transport Orders in the Port Community System

Description Historical and real time data about the transport orders entering in the
Port Community System, both inbound and outbound flows

Is personal data? | No

Dataset Truck Transport Providers fleet data

Description Fleet data of the truck transport providers to assign transport orders
to a truck/driver

Is personal data? | Yes

Dataset Open Street Map

Description Mapping data for Catalonia region

Is personal data? | No

3.2.2 Objectives of data usage

Overall, the demonstrators are clustered around the following four pillars: 1) Clean Energy
Production, Storage and Supply; 2) Sustainable Port Design; 3) Modal Shift and Flows
Optimization; 4) Digital Transformation. The demonstrations that will be executed in Port of
Barcelona contribute to the achievement of pillars 3 and 4.

The data in all these demo projects are used to achieve and contribute to the overall goal of the
PIONEERS project: to make ports smart & green, embracing resilience and sustainability
concepts. In particular, 2 demos have the objective to enhance the flows (both from cargo
transported by truck and cruise passengers moving from and to the port to the city) in the port
surroundings. Maritime 5G demo has the objective to build a more accurate positioning system
for the ships.

3.2.3 Potential processors of data

The data provided by the Port of Barcelona, the port terminals, the Port Community System,
vessel, truck, and rail operators and other companies and associations that may be involved will
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be used by the partners in charge of the demonstrations to develop the different demo projects
and use cases as outlined in the Description of the Action.

3.2.4 Personal data and sharing policies

Multimodal Access to port using a MaaS platform and Container Transport Forecast
demonstrations may contain personal data. This could result in data gathering, storage and
processing of data of citizens using Maas in the first one and acquiring and processing personal
data about the employees and fleet of truck transport companies in the second one.

This personal data will be treated in an anonymized basis and in compliance with GDPR
regulations and in accordance with chapter 5 (Data protection framework).

As most of the datasets are confidential, the data resulting from these demo projects will be
restricted and only for internal project use. The overall results of the demo projects will be shared
and disseminated to a wider stakeholder community. Based on the type of data, size, level of
confidentiality, the Port of Barcelona can provide further information or data, in line with their own
data policy and legislative framework.

3.3 - Port of Constanta
3.3.1 Description of the data

Port of Constanta does not host any demonstrators at the outset of the project. However, in its
role as a fellow port, 10 demonstrations will be transferred during the project, 9 from the Port of
Antwerp and 1 from the Port of Barcelona. These demos will use a variety of different datasets,
given the wide scope of the overall project. The datasets used are mostly of a technical and
scientific nature.

Port of Constanta, together with the original demo leaders and consortium partners, will work on
the definition and refinement of all types of research data to be handled during and after the end
of the project and update the Data Management Plan on a regular basis.

3.3.2 Objectives of data usage

The data that will be used in the transfer of the demo projects to the Port of Constanta are used
to achieve and contribute to the overall goal of the PIONEERS project: to make ports smart &
green, embracing resilience and sustainability concepts. Overall, the demonstrators are clustered
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around the following four pillars: 1) Clean Energy Production, Storage and Supply; 2) Sustainable
Port Design; 3) Modal Shift and Flows Optimization; 4) Digital Transformation.

10 demonstrations will be transferred (9 from Port of Antwerp and 1 to Port of Barcelona) to Port
of Constanta during the PIONEERS project:

Pillar 1. Clean Energy Production, Storage and Supply

e A corridor for modular docking stations for energy containers
e Battery storage and smart management for green energy in terminal operations
e Hydrogen heating for buildings

Pillar 2. Sustainable Port Design
e Green straddle carriers
Pillar 3. Modal Shift and Flows Optimization

e [T Platforms for multimodal transport
e Realizing a modal shift in the commute of port employees
e Multimodal access to ports using a MaaSs platform

Pillar 4. Digital Transformation

e Automated container shuttle solutions for port operations
e Vessel traffic optimisation
e Digital Twin

3.3.3 Potential processors of data

The data provided by the Port of Constanta and the stakeholders involved in the transferred
demonstrations will be used by the partners to perform the demonstration activities as outlined
in the Description of the Action.

3.3.4 Personal data and sharing policies

4 of the demos that will be transferred to Port of Constanta contain personal data as pointed out
in the description of the data of Port of Antwerp and Port of Barcelona demos. The same
measures as in the executing demo ports will be implemented in Port of Constanta to guarantee
the correct use of personal data, in compliance with GDPR regulations.
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3.4 - Port of Venlo
3.4.1 Description of the data

The Electric green last mile demo project takes place in the Port of Venlo. Most of the datasets
used are of a technical and scientific nature.

These are the envisioned datasets that will be needed in this demonstration:

Green Last Mile

Dataset Operational Data Terminal Tractor

Description Data related to the user of the electric terminal tractor in daily
operation: container handling

Is personal data? | Stil to be defined

The datasets will be more detailed and specified in Annex 1 in Month 18 of the project, when the
demonstrations scope will be closed.

3.4.2 Objectives of data usage
The Electric green last mile is the only demo project in and around the Port of Venlo.

The data from this demonstration project will be used to achieve the objective of the pillar
Sustainable port design but will also contribute to achieve the overall objective of the PIONEERS
project: making ports smart and green, with a strong focus on resilience and sustainability
concepts.

3.4.3 Potential processors of data

The data provided to and from the demo project and the partners involved will be used to
develop the use case as outlined in the Description of Action. The use case will be further detailed
in the scoping document of the Sustainable Port design pillar demonstrations.
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3.4.4 Personal data and sharing policies

It is still not clear if the demonstration performed in Port of Venlo will contain any personal data.
As most datasets are confidential, the data resulting from this demo project will be limited and
used for internal project use only. The overall results of the demo project will be shared and
disseminated to a wider community of stakeholders.

3.5 — Survey and personal data

PIONEERS, in the frame of WP3, has organised different stakeholders' workshops in the 4 ports
participating in the project as part of WP3. The aim of the workshops was to define barriers,
enablers, and challenges and to classify the stakeholders' involved in the project and their
specific areas of interest. This means that data has been collected from these stakeholders.

In the upcoming activities, the Green Ports Master Plan development in WP2 will also involve
stakeholder engagement (potentially involving a combination of workshops, surveys, written
consultations, etc.) and collection of private/personal data. The Community Building managed in
WP10 will also gather stakeholder's contact details, specifically organising project events that will
require registration.

All personal data collected, and specific opinions that were and will be voiced are treated with
confidentiality and in accordance with chapter 5 (Data protection framework) of the Data
Management Plan. The information related to the informed consent form as well as the
information sheet that was delivered to the participants is part of Deliverable 121 [3] in the frame
of the Ethics Work Package.

3.6 - Documents, deliverables, and reports

The documents, deliverables and reports that are and will be produced in the context of
PIONEERS are stored in the BAL.PM Project Management tool, hosted by Balance Consulting and
available at the following URL: https://pioneers.bal-pm.com/BALPM4/index/. The web access
is secured. Users are granted access by the project management team on request. Their
password is encrypted and cannot be retrieved from the database. Access rights ensure that
sensitive data (such as financial reports) can only be accessed by members of the actual
organization. All documents related to the project content are accessible by the consortium
members as described in the Consortium Agreement. All personal data is stored in a GDPR
compliant way which is described in a privacy statement that users must accept before using
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BAL.PM. Visitors without an active account will not be able to retrieve any information from
BAL.PM. BAL.PM's privacy statement is included in Annex 2.
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4 - Data Security

The main objective of data security is to maintain the confidentiality, integrity and availability of
information resources to enable successful business operations.

The process of collecting, processing, sharing, storing and destroying data must comply with the
specific security norms applicable in each of the EU countries where PIONEERS partners operate.

The security management must consider the relevant and applicable cryptographic protection
means which include key management infrastructure, certificate management and security
policies.

This section is focused on the technical guidelines that relate to mitigating the occurrence of
common data vulnerabilities.

4.1 Data acquisition

The data acquisition processes in the frame of PIONEERS deal with 2 different types of data:

Personal Data: PIONEERS collects personal data from stakeholder workshops and surveys. The
necessary steps to ensure that these data were and will be secured are taken. The steps will be
explained in section 5, covering the Data Protection Framework.

Business Data: PIONEERS will receive business-related data through different external software
systems from the stakeholders involved in the different demonstrations. These data will be
acquired in conformity with security best practices through protected connections and dedicated
state-of-the-art IT infrastructures (LANSs, servers, firewall). It is important to guarantee the security
and reliability of these communications by ensuring that:

e Application of HTTPS transport level security.

e Access is controlled and audited.

e Authentication and authorization are required both for user interactions with the system and
for machine-to-machine transactions.
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4.2 Data processing

The data processing activities and posterior data analysis are executed mainly in software
products involved in the different demonstrations of PIONEERS. The data computation takes
place in regularly updated software environments in terms of operating systems, runtime
environments and software libraries.

Corporate-level security standards are guaranteed across every stage of data elaboration, while
restrictions and data protection techniques ensure security and reliability. Secure computation
techniques will be adopted to perform the required tasks, identifying, and loading the least
amount of data to be processed. Intermediate results of elaborations are cleaned as soon as they
are no longer subject to further activity.

4.3 Data sharing

Data sharing activities are developed at different levels and between different partners and
stakeholders.

In the scope of project activities, the information is circulated between partners for internal
consortium usage in the tasks. The deliverables which are non-confidential and open can be
subject to use in targeted dissemination activities.

During the implementation of demonstrations, internal data flows will be established between
partners from the consortium. This data will not be in any case shared with or disclosed to anyone
outside the consortium.

For project level data, sharing security is built in the internal collaboration BAL.PM tool which is
the one adopted by the PIONEERS consortium.

In the case of the demonstrations’ IT processes, security aspects of data sharing are addressed
by software enablers’ technology and design. A properly engineered architecture ensures
boundaries between system components and guarantees control and reliability of data exchange
between them.

Data to be shared with external business entities is transferred over a secure transport protocol
(HTTPS) through REST web services interface; an APl authentication and access control
mechanism is set up to restrict access to authorized clients and to monitor and audit incoming
connections.
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4.4 Data storage

The same subdivision between project data and PIONEERS' system data applies to the storage
of data.

Project working documents are stored in BAL.PM and data proceeding from the demonstrations
operation will be stored on paper and/or computer files protected by state-of-the-art physical
and logical security measures: the archives containing the paper folders are locked; the computer
files are stored on computers and hard disks, accessible only by authorised personnel through a
password.

A backup and recovery strategy for the system has been planned according to common best
practices such as daily full backups and more frequent incremental backups. Time intervals
between backups may be tuned at demonstration level to best fit the data integrity preservation
based on the quantity of data and the number of business transactions.

On the other hand, consortium partners keep personal data locally (e.g., ports participating in the
project are storing data collected from stakeholders' workshops). The partners are taking the
necessary measures to ensure compliance with GDPR respecting the guidelines provided by the
Data Management Plan.

4.5 Data preservation

The same subdivision between project data and PIONEERS' system data applies to the
preservation aspects of data management.

In PIONEERS, data preservation deals with personal data and business data, and every category
contains public and restricted data.

All data will be preserved over the timeframe associated with the optimal realization of the tasks
related to the PIONEERS project. In this regard, particular attention will be paid to personal data
due to the privacy and security issues associated with this. The data will be considered as no
longer required 6 months after the end of the project (when project revision should have been
completed) and it will be discarded subsequently. From that point on, each partner holding
personal data will itself be liable and not the project.

For datasets which are not restricted, PIONEERS partners will also consider the possibility to make
use of free of charge, open data repository services, with the objective of publishing the datasets
for public disposal after the end of the project.
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5 — Data protection framework

The PIONEERS project willcomply with applicable European and national ethics, privacy and data
protection regulations and implement measures to this end. The committee and individual
researchers within the PIONEERS Consortium, all supervised by the Data and Ethics Compliance
Manager, will comply with the applicable legislation (and recommendations) at EU and national
level.

5.1 - Reference legal framework on data protection

The reference legal framework on data protection includes, in chronological order:

e Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 (and
subsequent modifications and supplements) on the protection of individuals with regard to
the processing of personal data and on the free movement of such data.

e Regulation 45/2001/EC of the European Parliament and of the Council of 18 December 2001
(and subsequent modifications and supplements) on the protection of individuals with regard
to the processing of personal data by the institutions and bodies of the Community and on
the free movement of such data.

e Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications).

e Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the
retention of data generated or processed in connection with the provision of publicly available
electronic communications services or of public communications networks.

e Charter of Fundamental Rights of the European Union (2012/C 326/02), became legally
binding on the EU institutions and on national governments on 1 December 2009, with the
entry into force of the Treaty of Lisbon.

e The EU General Data Protection Regulation (GDPR) adopted on 14 April 2016 and enforceable
beginning 25 May 2018.

At the start of the project, the main EU legal instrument is the General Data Protection Regulation
(GDPR). As a result, in PIONEERS, we will consider only the regulation related to the new GDPR
since it is the framework to follow, and all project activities and deliverables will be undertaken
in compliance with the GDPR regulation.
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GDPR

On 15 December 2015, the European Parliament, the Council and the Commission reached
agreement on new data protection rules, enshrined in Directive (EU) 2016/680 and Regulation
(EV) 2016/679, establishing a streamlined, modern and harmonised data protection framework
across the EU.

Titled the General Data Protection Regulation (GDPR) [1], the new regulation has been heralded
as the most important change in data privacy regulation in 20 years and as an essential step to
strengthen citizen's fundamental rights in the digital age and facilitate business by simplifying
rules for companies in the Digital Single Market. The Directive was transposed into national law
by 6 May 2018 and the Regulation has been applied since 25 May 2018.

The aim of the GDPR is to protect all EU citizens from privacy and data breaches in an increasingly
data-driven world that is vastly different from the time in which the former 1995 directive (Data
Protection Directive 95/46/EC) was established. An overview of the main changes is provided
below:

e Increased territorial scope (extra territorial applicability) - Arguably the biggest change comes
with the extended jurisdiction of the GDPR, as it applies to all companies processing the
personal data of subjects residing in the Union, regardless of the company's location. It is not
envisaged that there will be any need to transfer data for the PIONEERS project outside the
EU. Nevertheless, in the case of dissemination and exploitation activities involving non-EU
states this may become relevant.

e Penalties - Organisations found to be in breach of GDPR can be fined up to 4% of annual
global turnover or €20 Million (whichever is greater). This is the maximum fine that can be
imposed for the most serious infringements, e.g., not having sufficient customer consent to
process data or violating the core of Privacy by Design concepts.

e Consent - The conditions for consent have been strengthened, and companies will no longer
be able to use longillegible terms and conditions full of legalese. Key principles are as follows:

o the request for consent must be given in an intelligible and easily accessible form.

o this should clearly declare the purpose of data processing attached to that consent;
and

o importantly, it must be as easy to withdraw consent as it is to give it.

Data subject (citizen) rights brought into effect by the GDPR are as follows:

e Breach notification - Under the GDPR, breach notification will become mandatory where a
data breach is likely to “result in a risk for the rights and freedoms of individuals”. This must be
done within 72 hours of first having become aware of the breach.

D11.4 Data Management Plan 31



PIOENELERS

Portable Innovation Open Network for
Efficiency and Emissions Reduction Solutions

e Right to Access - Part of the expanded rights to data subjects outlined by the GDPR is the
right for data subjects to obtain from the data controller confirmation as to whether personal
data concerning them is being processed, where and for what purpose. Further, the controller
shall provide a copy of the personal data, free of charge, in an electronic format. This is a
dramatic change to data transparency and empowerment of citizens/subjects.

e Right to be forgotten - Also known as Data Erasure, the right to be forgotten entitles the data
subject to have the controller erase his/her personal data, cease further dissemination of the
data, and potentially have third parties halt processing of the data. The conditions for erasure,
as outlined in article 17, include data that are no longer necessary in relation to the purposes
for which they were collected or otherwise processed, or data where the subject withdraws
consent. It should also be noted that this right requires controllers to compare the subject's
rights to “the public interest in the availability of the data” when considering such requests.

e Data portability - GDPR introduces data portability - the right for a data subject to receive the
personal data concerning them, which they have previously provided in a ‘commonly used
and machine-readable format' and have the right to transfer that data to another controller.

e Privacy by design - Privacy by Design as a concept has existed for years now, but it is only
just becoming part of a legal requirement with the GDPR. At its core, privacy by design calls
for the inclusion of data protection from the onset of the designing of systems, rather than an
addition. In particular, Article 23 calls for controllers to hold and process only the data
absolutely necessary for the completion of its duties (data minimisation), as well as limiting
the access to personal data to those needing to act out the processing

e Data Protection Officers (DPOs) - Currently, controllers are required to notify their data
processing activities with local (Data Protection Authorities) DPAs, which, for multinational
operations, can be a bureaucratic nightmare with most Member States having different
notification requirements. Instead, there will be internal record keeping requirements and
DPO appointment will be mandatory only for those controllers and processors whose core
activities consist of processing operations which require regular and systematic monitoring of
data subjects on a large scale or of special categories of data or data relating to criminal
convictions and offences. Importantly, the DPO:

o Must be appointed based on professional qualities and, in particular, expert
knowledge on data protection law and practices.
May be a staff member or an external service provider.
Contact details must be provided to the relevant DPA.

o Must be provided with appropriate resources to carry out their tasks and maintain their
expert knowledge.
Must report directly to the highest level of management.
Must not carry out any other tasks that could result in conflicts of interest.
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National Data Protection Authority

Data Protection Authorities [2] in each partners’ country provide the national legislation, normative
and procedures to be followed for collecting and handling personal data during the activities of
the project.

Privacy Information

PIONEERS handles information of users and will create an environment where information about
users and third parties' private data is obtained, shared, and distributed. Aspects of the project
relating to the handling of end user data will have to take the following ethical and privacy factors
into consideration:

e Protection of right to honour personal and family privacy and image.
e Personal data protection.

e Secrecy of private communications.

e Protection of users.

Section 5.1 depicted the European framework on privacy and security that regulates those
principles. From this we can summarize the key aspects of EU rules on data protection which are:

e Establishing the principle of data quality, so that personal data must be adequate, relevant,
and not excessive, according to the purpose for which it will be processed.

e The existence of prior consent with respect to the collection of data. Establishing basic
principles of citizens' rights to access, rectification, cancellation, and opposition in relation to
their personal data.

e Establishing a basic principle of ensuring confidentiality and the obligation to implement
appropriate security measures to ensure that access to information is limited and controlled.

e Establishing the basic principles of Data Protection that National Authorities should follow.

e Laying down the foundations of international transfers of personal data.

To be compliant with those regulations, personal data will be collected on a strict need-to-know
basis, solely for the purposes of PIONEERS and will be destroyed when no longer needed for that
purpose.

Technical and operational measures will be implemented to ensure that users will be able to
access, rectify, cancel, and oppose the processing and storage of their personal data.
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Wherever feasible, anonymized data with personal identifiers completely removed will be used.
For limited specific purposes, where multiple data samples need to be linked to the same
individual, pseudonymization by irreversible cryptographic pseudonyms will be used.

The linkage information required for re-identification will be stored in a separate database
utilizing server-side encryption and tightly controlled access. De-identification of data will be
performed as much as possible at the point and time of the data collection.

The data collected in the context of PIONEERS (from specific demonstrations) and used beyond
the scope of the project, will have to be declared (in terms of type and criticality for privacy and
business) to the National Authorities/Agencies responsible for Data Protection. Every entity
involved in handling data in some way must do this at national level, not only the entities
collecting data, but for instance also the ones in charge of storing or processing them. Each
partner will be responsible to comply with the specific requirements that its National
Authorities/Agencies are demanding in terms of declaration of data.

Informed consent procedures ensure that participants are informed about what personal data are
tracked and what observations are made, why this personal data is requested/obtained, what
the personal data will be used for, how their personal data will be handled, what will be involved
in taking part, and any potential risk they incur by participating in the user studies, trials or using
specific demonstration applications.
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6 — FAIR principles

According to the H2020 Guidelines on FAIR Data Management [6], each project should provide
information on:

e How research data are handled during and after the end of the project.
e Which data are collected, processed and/or generated.

e Which methodology and standards are applied.

o \Whether the data are shared/made open access and

e How data are curated and preserved after the project end.

These guidelines help Horizon 2020 beneficiaries to make research data findable, accessible,
interoperable, and reusable (FAIR), to ease knowledge discovery and innovation and to allow data
and knowledge integration and reuse.

PIONEERS, to this end, will seek to:

e Provide, when possible, the outcomes of the research studies in an openly accessible and
findable form and location.

e Promote the findings of the research available, not only through public deliverables as
defined, but also with other means such as promoted or collaborative events.

In order to facilitate this, the following actions will be implemented:

e Include search keywords in the search mechanisms to ease reusing of content where
appropriate.

e Make certain datasets openly available. This will be done on a case by case basis using
the template in Annex 1 - PIONEERS Demonstrations Datasets, and according to the legal
and contractual obligations of voluntary restriction.

More details regarding how the data will be made accessible and about the metadata that
characterize the datasets are provided in Annex 1 - PIONEERS Demonstrations Datasets.

6.1 Making data findable

One of the objectives that PIONEERS intends to achieve is related to the findability of the data by
making sure that the generated data will be identifiable and easily discoverable. To this end, the
datasets will be accompanied with rich metadata to increase their findability. The creation of
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these metadata, where appropriate, will be based on the OpenAIRE guidelines for Data Archives
[7]. OpenAIRE has adopted the DataCite Metadata Schema v3.1 and apart from a Digital Object
Identifier (DOI), accepts also other persistent identifier schemes, such as Archival Resource Key
(ARK), Handle, Persistent Uniform Resource Locator (PURL), Uniform Resource Name (URN) and
Uniform Resource Locator (URL).

An overview of the data types that will be available within PIONEERS is included in section 3 of
the present document and will be updated during the project. The standardization of data is one
of the key issues that make data more findable. To this aim, the datasets will be defined with a
specific format to be easily identifiable by all the stakeholders involved in the project. With this
aim in mind, a fixed and unique format will be determined to accommodate the need of the
project data to be findable. Additionally, the project data will be offered under Creative Commons
License Attribution-Non-Commercial CC BY-NC [8], which is a machine-readable license.

6.2 Making data accessible

PIONEERS datasets that are tagged as open access datasets will be identified in Section 3 of the
current document during the project and whenever possible, through a public repository.

PIONEERS project deliverables will be accessible to the authorised partners through the project
common online collaborative tool (BAL.PM). All the information related to these deliverables will
be available by Work Package and task, following a standardized format.

The public project deliverables, along with the executive summaries of deliverables which are
confidential, will be available on the PIONEERS website (https.//pioneers-ports.eu/) and will also
be made available through the ResearchGate website after their review and approval by the EC,
so that anyone can access them.

PIONEERS will follow the Open Access practice [9]l concerning the online availability of the
project outputs, with no access fees and free of licensing/copyright restrictions [10], as enshrined
in the 2001 Budapest Open Access Initiative [11] for providing online access to its scientific
research articles. It will also sustain the self-archiving / 'green’ open access model for peer-
reviewed scientific publications, where the author, or a representative, archives (deposits) the
published article or the final peer-reviewed manuscript in an online (such as BAL.PM) repository
before, at the same time as, or after the publication.
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6.3 Making data interoperable

The PIONEERS project will reinforce the issue of data interoperability focusing on previous
existing standards [12] to avoid any kind of post facto interoperability problems for any of the
involved parties.

It is also worth mentioning that metadata vocabularies, standards and methodologies will be
adjusted, as commented previously in the current chapter, to promote interoperability.

6.4 Promote data re-use

By default, the open access data will be made available to the public for reuse for scientific
purposes and they will be licenced under Creative Commons License Attribution-Non-
Commercial CC BY-NC. The data will be available for five years after the end of the project. Data
used during the project will be made available for reuse for partners throughout the duration of
the project. If any constraints should apply, they will be exposed in the different templates of the
Annex 1 related to the datasets used in the PIONEERS project.

It is also worth mentioning that the costs for making data FAIR highly depend on the specified
details of the data objects originating from the demonstrations. In any case, all costs related to
FAIR data management that will occur during project implementation will be covered by the
project budget.

7 — Ethical aspects

In PIONEERS, there are 3 deliverables in WP12 (Ethics WP) that deal with ethical aspects in
PIONEERS project:

D121 - H - Requirement n” 1 [3] describes the protection of human rights and their data within
PIONEERS and elaborates on the ethics issues that might arise from this.

D12.2 - POPD - Requirement n’ 2 [4] describes the protection of personal data (POPD) within
PIONEERS and elaborates on the ethics issues that might arise from this.
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D12.3 - NEC - Requirement n° 3 [5] describes the extent of collaboration between EU (or EU
associated countries) and non-EU countries (China & Canada) for the execution of PIONEERS
project.

Furthermore, Section 4 of this deliverable sets out the procedures that will be implemented for
data collection, storage, protection, retention, and destruction. Besides this, since early in the
project (WP3) stakeholders' workshops, interviews and distribution of questionnaires took place,
the deliverable includes the informed consent forms that the participants were asked to sign prior
to being engaged in all these participatory methods of obtaining current views of stakeholders.
Additionally, it includes the information sheet for PIONEERS questionnaires, workshops,
interviews, and focus groups.

It is worth mentioning that no sensitive data (religious beliefs/sexual orientation/health/political
views, etc)) will be collected in any of the demonstrations of the PIONEERS project.
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8 — Conclusion

This deliverable sets out the procedures which will be followed by the PIONEERS project to
protect the personal data that will be stored and processed for scientific purposes and the
mechanisms that will be deployed in the project to protect data and to ensure that they can be
accessed and utilised after the project ends.

This Data Management Plan will be updated during the project, to also provide an overview of
the data that PIONEERS will produce and handle, together with related challenges and
constraints that need to be taken into consideration. As a starting point, this document anticipates
the nature of the datasets that will be needed in the different demonstrations. The analysis
already contained in this deliverable allows the consortium to anticipate the procedures and
infrastructures to be implemented by PIONEERS to efficiently manage the data it will produce.

The Data Management Plan puts a strong emphasis on the appropriate collection and publication
of metadata, and the storage of all the information necessary for optimal use and reuse of those
datasets. The document provides the guidelines and the framework to be followed by the
responsible partners of the data in the different demonstrators to ensure the appropriate
management of the different datasets.
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Annex 1 - Template for datasets

description

Property, attribute

Name of the Dataset

Comment, description

Title, name

Description of the data

Full data description

Demonstration site (if
applicable)

Reference to the specific demonstration if the
data is handled in demonstration activities

Data origin

Part of description of data

Data beneficiary

Part of description of data
Specify to whom it might be useful

Data utility

Part of description of data.
Opportunities allowed by this data

Relationship of data
collection to the objectives of
the project

From the Data Management Plan guidelines in
Horizon 2020

Types and formats of data
generated/collected

From the Data Management Plan guidelines in
Horizon 2020

Specify if existing data is
being re-used (if known)

From the Data Management Plan guidelines in
Horizon 2020
Specify if the data is being re-used and how

Expected size of the data (if
known)

From the Data Management Plan guidelines in
Horizon 2020

Sharing policies: Open or
Restricted (Only for project
internal use)

Explanation of the sharing policies related to
the dataset between the next options:

Open: Open for public disposal

Restricted: Only for project internal use.
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Limitations on data sharing
Each dataset must have its distribution license.

For personal data

Provide information about personal data and
mention if the data is anonymized or not.
Explain if the dataset entails personal data and
how this issue is considered.

How data is stored during and
after the project

The preservation guarantee and the data
storage during and after the project (for
example: databases, institutional repositories,
public repositories ..)
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Annex 2 - BAL.PM privacy statement

Data Privacy Policy

Personal data (usually referred to just as "data” below) will only be processed by us to the extent
necessary for the purpose of providing a functional and user-friendly website, including its
contents, and the services offered there.

Per Art. 4 No. 1 of Regulation (EU) 2016/679, ie. the General Data Protection Regulation
(hereinafter referred to as the "GDPR"), "processing" refers to any operation or set of operations
such as collection, recording, organization, structuring, storage, adaptation, alteration, retrieval,
consultation, use, disclosure by transmission, dissemination, or otherwise making available,
alignment, or combination, restriction, erasure, or destruction performed on personal data,
whether by automated means or not.

The following privacy policy is intended to inform you in particular about the type, scope,
purpose, duration, and legal basis for the processing of such data either under our own control
or in conjunction with others. We also inform you below about the third-party components we
use to optimize our website and improve the user experience which may result in said third
parties also processing data they collect and control.

Our privacy policy is structured as follows:

| Information about us as controllers of your data

Il. The rights of users and data subjects

lll. Information about the data processing

l. Information about us as controllers of your data

The party responsible for this website (the "controller”) for purposes of data protection law is:
BALance Technology Consulting GmbH

Contrescarpe 33

28203 Bremen

Germany

Telephone: +49 (0)421 33517-0
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Fax: +49 (0)421 33517-11

Email: balance@bal.eu

Data protection office
datenschutz@bal.eu

Il. The rights of users and data subjects

With regard to the data processing to be described in more detail below, users and data subjects
have the right

to confirmation of whether data concerning them is being processed, information about the data
being processed, further information about the nature of the data processing, and copies of the
data (cf. also Art. 15 GDPR);

to correct or complete incorrect or incomplete data (cf. also Art. 16 GDPR);

to the immediate deletion of data concerning them (cf. also Art. 177 DSGVO), or, alternatively, if
further processing is necessary as stipulated in Art. 17 Para. 3 GDPR, to restrict said processing
per Art. 18 GDPR;

to receive copies of the data concerning them and/or provided by them and to have the same
transmitted to other providers/controllers (cf. also Art. 20 GDPR);

to file complaints with the supervisory authority if they believe that data concerning them is being
processed by the controller in breach of data protection provisions (see also Art. 77 GDPR).

In addition, the controller is obliged to inform all recipients to whom it discloses data of any such
corrections, deletions, or restrictions placed on processing the same per Art. 16, 17 Para. 1, 18
GDPR. However, this obligation does not apply if such notification is impossible or involves a
disproportionate effort. Nevertheless, users have a right to information about these recipients.

Likewise, under Art. 21 GDPR, users and data subjects have the right to object to the controller's
future processing of their data pursuant to Art. 6 Para. 1 lit. ) GDPR. In particular, an objection to
data processing for the purpose of direct advertising is permissible.

lll. Information about the data processing
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Your data processed when using our website will be deleted or blocked as soon as the purpose
for its storage ceases to apply, provided the deletion of the same is not in breach of any statutory
storage obligations or unless othernwise stipulated below.

Server data

For technical reasons, the following data sent by your internet browser to us or to our server
provider will be collected, especially to ensure a secure and stable website: These server log
files record the type and version of your browser, operating system, the website from which you
came (referrer URL), the webpages on our site visited, the date and time of your visit, as well as
the IP address from which you visited our site.

The data thus collected will be temporarily stored, but not in association with any other of your
data.

The basis for this storage is Art. 6 Para. 1 lit. ) GDPR. Our legitimate interest lies in the
improvement, stability, functionality, and security of our website.

The data will be deleted within no more than seven days, unless continued storage is required
for evidentiary purposes. In which case, all or part of the data will be excluded from deletion until
the investigation of the relevant incident is finally resolved.

Cookies
a) Session cookies

\We use cookies on our website. Cookies are small text files or other storage technologies stored
on your computer by your browser. These cookies process certain specific information about you,
such as your browser, location data, or IP address.

This processing makes our website more user-friendly, efficient, and secure, allowing us, for
example, to display our website in different languages or to offer a shopping cart function.

The legal basis for such processing is Art. 6 Para. 1 lit. b) GDPR, insofar as these cookies are used
to collect data to initiate or process contractual relationships.

If the processing does not serve to initiate or process a contract, our legitimate interest lies in
improving the functionality of our website. The legal basis is then Art. 6 Para. 1 lit. f) GDPR.

When you close your browser, these session cookies are deleted.

b) Third-party cookies
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If necessary, our website may also use cookies from companies with whom we cooperate for the
purpose of advertising, analyzing, or improving the features of our website.

Please refer to the following information for details, in particular for the legal basis and purpose
of such third-party collection and processing of data collected through cookies.

c) Disabling cookies

You can refuse the use of cookies by changing the settings on your browser. Likewise, you can
use the browser to delete cookies that have already been stored. However, the steps and
measures required vary, depending on the browser you use. If you have any questions, please
use the help function or consult the documentation for your browser or contact its maker for
support. Browser settings cannot prevent so-called flash cookies from being set. Instead, you will
need to change the setting of your Flash player. The steps and measures required for this also
depend on the Flash player you are using. If you have any questions, please use the help function
or consult the documentation for your Flash player or contact its maker for support.

If you prevent or restrict the installation of cookies, not all of the functions on our site may be fully
usable.

Customer account/registration

If you create a customer account with us via our website, we will use the data you entered during
registration (e.g. your name, your address, or your email address) exclusively for services leading
up to your potential placement of an order or entering some other contractual relationship with
us, to fulfill such orders or contracts, and to provide customer care (e.g. to provide you with an
overview of your previous orders or to be able to offer you a wishlist function). We also store your
IP address and the date and time of your registration. This data will not be transferred to third
parties.

During the registration process, your consent will be obtained for this processing of your data,
with reference made to this privacy policy. The data collected by us will be used exclusively to
provide your customer account.

If you give your consent to this processing, Art. 6 Para. 1 lit. a) GDPR is the legal basis for this
processing.

If the opening of the customer account is also intended to lead to the initiation of a contractual
relationship with us or to fulfill an existing contract with us, the legal basis for this processing is
also Art. 6 Para. 1 lit. b) GDPR.
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You may revoke your prior consent to the processing of your personal data at any time under Art.
7 Para. 3 GDPR with future effect. All you have to do is inform us that you are revoking your
consent.

The data previously collected will then be deleted as soon as processing is no longer necessary.
However, we must observe any retention periods required under tax and commercial law.

Newsletter

If you register for our free newsletter, the data requested from you for this purpose, i.e. your email
address and, optionally, your name and address, will be sent to us. We also store the IP address
of your computer and the date and time of your registration. During the registration process, we
will obtain your consent to receive this newsletter and the type of content it will offer, with
reference made to this privacy policy. The data collected will be used exclusively to send the
newsletter and will not be passed on to third parties.

The legal basis for this is Art. 6 Para. 1 lit. a) GDPR.

You may revoke your prior consent to receive this newsletter under Art. 7 Para. 3 GDPR with future
effect. All you have to do is inform us that you are revoking your consent or click on the
unsubscribe link contained in each newsletter.

Contact

If you contact us via email or the contact form, the data you provide will be used for the purpose
of processing your request. We must have this data in order to process and answer your inquiry;
otherwise we will not be able to answer it in full or at all.

The legal basis for this data processing is Art. 6 Para. 1 lit. b) GDPR.

Your data will be deleted once we have fully answered your inquiry and there is no further legal
obligation to store your data, such as if an order or contract resulted therefrom.

User posts, comments, and ratings

We offer you the opportunity to post questions, answers, opinions, and ratings on our website,
hereinafter referred to jointly as "posts.” If you make use of this opportunity, we will process and
publish your post, the date and time you submitted it, and any pseudonym you may have used.

The legal basis for this is Art. 6 Para. 1 lit. a) GDPR. You may revoke your prior consent under Art.
7 Para. 3 GDPR with future effect. All you have to do is inform us that you are revoking your
consent.
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In addition, we will also process your IP address and email address. The IP address is processed
because we might have a legitimate interest in taking or supporting further action if your post
infringes the rights of third parties and/or is otherwise unlawful.

In this case, the legal basis is Art. 6 Para. 1 lit. f) GDPR. Our legitimate interest lies in any legal
defense we may have to mount.
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